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Introduction 
The High-bandwidth Digital Content Protection' (HDCP) technology requires adherence to the HDCP 
License's' compliance and robustness rules. These rules ensure that HDCP implementations both 
protect the confidentiality of keys and other values from compromise as well as deliver the desired 
protection for high-value video content. To meet these requirements, the HDCP Upstream Protocol 
has been developed to facilitate the implementation of HDCP on Personal Computers and other open 
platforms. On these platforms, the HDCP source device functionality is typically performed by a 
combination of the graphics hardware and video source applicationhiddeware. 

Figure 1-1 illustrates the relationship between the source applicatiodmiddleware, the graphics driver, 
the graphics hardware, and the video receiver. 

Application/Middleware i~ 
f Upstream 

Protocol 

I 1 Graphics Controller 
I 

I '  I 

I 4 I 
I I 

Figure 1-1. Upstream and Downstream Protocols 

The Upstream Protocol is defined to allow the graphics subsystem software to facilitate both the 
Upstream and HDCP Downstream Protocols without handling confidential values, thereby avoiding 
the requirement of a tamper resistant component in the driver stack. Implementations of the Upstream 

' High-bandwidth Digital Content Protection, Version 1 .O, Intel Corporation, February 17,2000. 
- Available from www.digita1-cp.com. 
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Protocol must meet the robustness and compliance rules specified in the HDCP Upstream Protocol 
Adopter License. 

At system reset and hot plug events, the graphics driver facilitates downstream authentication between 
the transmitter hardware and the receiver hardware. For systems supporting HDCP, data will be 
encrypted between the graphics subsystem and monitor prior to the time that source applications load. 
Once loaded, it is the responsibility of source applications to determine the status of the HDCP 
protected link using the Upstream Protocol and to determine whether to deliver content through the 
video system based on that status. 

2. Upstream Protocol 
The Upstream Protocol is a cryptographic exchange between software and graphics hardware. The 
protocol requires a set of cryptographic keys for each protocol endpoint. Each set of 40 56-bit keys is 
the same size as that found in the HDCP protocol (the downstream protocol) for authentication 
between the DVI transmitter and receiver. The key agreement protocol between the endpoints begins 
with a key sum operation as in HDCP, allowing for reuse of graphics hardware necessary for the 
downstream protocol. 

One difference between HDCP and the Upstream Protocol is that the Upstream Protocol establishes a 
key that is used to protect no more than 64 bits of data. Since very little ciphertext is revealed for each 
authentication, a relatively uncomplicated cipher may be used. The Upstream Protocol provides a 
mechanism for the encrypted transfer of a secret @-bit value used to ensure the integnty of the KSV 
list from the hardware to software. Additionally, a method for software to verify the integrity of status 
values that are passed unencrypted from hardware to the software is also provided. These distinct 
variations of the protocol are depicted in Figure 2-1 through Figure 2-4. In these figures, the software 
component is represented by endpoint C, and the graphics hardware by endpoint D. The endpoints of 
the protocol have key sets Ckeys and Dkeys, respectively. 

In some integrated cases, the Graphics Hardware may use a set of Dkeys to authenticate more than one 
HDCP capable DVI port. In such cases, each port is accessed separately by means of an intra-Dksv 
index passed to the Upstream Protocol. T h s  index is passed into the protocol via bits 4-6 of Cmode 
and is referred to as index. 
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Status Read 

Software [Device C] 

Generate Cn 

Ku = Ckeys over Dksv 
K1= oneway-As(Ku, IsMO(Cn)) 
K2 = oneWay-A56(K1, Bksv) 
K3 = oneWay-A56(K2, msMO(An)) 
Kp = oneWay-A56(1<3, status 11 msb24(Cn)) 

Verify Kp = Kp' 

Initiate Status Read: 
Cn, Cksv. Cmode 

26 January 2003 

Graphics HardwareIDevice D] 

Ku' = Dkeys over Cksv 
K1' = oneway-&(Ku', IsMO(Cn)) 
K2' = oneway-k(K1'. Bksv) 
K3' = oneWay-&(K2', msMO(An)) 
Kp'= oneWay-As(KS, status 11 msb24(Cn)) 
S' = status 11 Kp' 

Figure 2-1. Upstream Protocol Status Read Without Connection State 

Software [Device C] 

Generate Cn 

Ku = 2 Ckeys over Dksv 
K l  = oneWay-Ass(Ku, Isb4O(Cn)) 
K2 = oneway-Ass(K1, Bksv) 
K3 = oneWay-A56(K2, rnsb40(An)) 
K4 = oneWay-Ass(K3, status 11 msb24(Cn)) 
Kp = oneWay-A56(K4. Cs) 

Verify Kp = Kp' 

Initiate Status Read: 
Cn, Cksv, Crnode 

Read: Bksv, Dksv, S'. 

7 

Graphics HardwareIDevice D] 

Ku' = C Dkeys over Cksv 
KI '  = oneway-Asc;(Ku'. IsMO(Cn)) 
K2'= oneWay-A~6(Kf'. Bksv) 
K 3  = oneWay-A~(K2'. msbrlO(An)) 
K 4  = oneWay-AS(K3, status 11 msb24(Cn)) 
Kp' = oneWay-&(K4', Cs) 
S' = status 11 Kp' 

Figure 2-2. Upstream Protocol Status Read With Connection State 

The status read protocol is shown in Figure 2-1 and Figure 7-1. Status bit 14 determines which of the 
two variations is performed. Software initiates the status read by transmitting to hardware its 40-bit 
key selection vector (Cksv), a &-bit random value (Cn) ,  and an indication that readstatus is the 
intended operation (Cmode). The hardware computes a sequence of 56-bit key values using the key 
summation and the one-way function oneway-A. The values of Ckrv, Cn, the key selection vector of 
the authenticated downstream receiver (Blcsv), the 40 bits of the downstream An, 16 bits of status, and, 
if status bit 14 is set, 40 bits of connection state (Cs) contribute to the final computed value, Kp', which 
is concatenated with the status bits. The concatenated value (S') is returned to software along with 
msb4O(An) the hardware key selection vector ( D h v ) ,  B b v  and, if status bit 14 is set, Cs. The 
software component first examines the returned status to determine if Cs is incorporated into the 
calculations, computes Kp from these values and compares the result to Kp'. The integrity of the 
received status word is verified when Kp equals Kp'and the returned index' (in status) equals index (in 

Page 5 of 38 



Upstream Link for High-bandwidth Digital Content Protection 
Revision 1.00 26 January 2001 

Cmode). The composition of the 16-bit status, and Cs are defined in Table 5-1 and Table 5-2. The one- 
way function is defined in Section 3. 

In the event that the HDCP capable DVI port is not transmitting or no such HDCP capable DVI port 
exists, the calculations proceed with arbitrary values in lieu of B h v  and msMO(An). These arbitrary 
values must be the same as those returned in the protocol to enable the software to verify I@ with Kp'. 

All valid key selection vectors have a hamming weight of 20. The software must verify that the 
returned D b v  contains 20 1 's and 20 0's. Otherwise, the returned Kp' shall be considered invalid. 

Read M 

Software [Device C] 

Generate Cn 

Ku = C Ckeys over Dksv 
K5 = oneWay-Bse(Ku, Isb40(Cn)) 
Ke = oneway-Bw(K5, msb24(Cn)) 

M, = Ke @ M' 

Initiate M' Read: 
Cn, Cksv, Cmode 

Read: Dksv, M' 

Graphics Hardware[Device D] 

Ku' = C, Dkeys over Cksv 
K5' = oneWay-B~,(Ku', Isb40(Cn)) 
Ke' = oneWay-Bw(K5, msb24(Cn)) 

U' = Ke' @ M,' 

Figure 2-3. Upstream Protocol Read M 

The HDCP specification enables revocation to be performed by source applications, and to do this it 
needs to verify the integnty of the key selection vector list that i t  receives from downstream video 
repeaters. The mechanism for this verification requires the computation of the verification value V. 
This value is a function of the secret value Mo, which is a confidential output of the HDCP cipher 
during downstream authentication. The second mode of the Upstream Protocol, readM, provides the 
means for the 64-bit Mo value to be encrypted by the hardware for reading by the source 
applicationirevocation agent. Figure 2-3 illustrates this exchange. 

I t  is possible that the readM operation may be engaged while the encryption enabled bit of the status is 
not set. In such cases, an arbitrary value may be substituted for Mo. 

The readM operation is similar to the readstatus operation in that key selection vectors are exchanged 
and a series of values are computed using a one way function. In the r e a m  case the one-way function 
oneway-B is used. The final output of oneway-B, Kef, is a 64-bit value that is exclusive-ORed with 
the Mo value. The result ( M )  is returned to software along with the transmitter's upstream key 
selection vector (Dksv). With these values, software is able to decrypt M'to obtain M,, and in turn 
compute V' for the verification of the KSV list. 
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Read Z 

Software [Device C] 

Generate Cn 

Ku = C Ckeys over Dksv 
K6 = oneway-Bss(Ku, Isb40(Cn)) 
Kz = oneway-Btx(K6, rnsb24(Cn)) 

Z=Kz@Zrn' 

Initiate Z Read: 
Cn, Cksv, Crnode 

Read: Dksv, Zrn' < 

26 January 2001 

Graphics Hardware[Device D] 

Ku' = C Dkeys over Cksv 
K6 = oneway-Bsci(Ku', tsb4O(Cn)) 
KY = oneWay-Bm(KG', rnsb24(Cn)) 
K7' = oneWay-Bss(lsb56(Zk), Cksv) 
K8' = oneWay-Bss(KT, lsMO(Cn)) 
Z = oneway-Bw(K8, msb8(Zk) 11 

rnsb24(Cn)) 

Zrn'=Kz'@Z 

Figure 2-4. Upstream Protocol Read 2 

The Upstream Protocol is designed to work in conjunction with solutions protecting the data path from 
the application to the video transmitter. In some solutions, the Upstream Protocol may provide initial 
keymg material (3. By providing Z to both the application and the data path decryption hardware, 
such systems can use the Upstream Protocol operations for much of the authentication work associated 
with establishing that encrypted content channel. Figure 2-4 illustrates t h s  exchange. 

The graphics hardware generates a 64-bit secret random or pseudo-random value, Zk. If the graphics 
hardware supports multiple content pipes, then there is a different Zk for each content pipe. The value 
of Z is calculated as a function of Zk, Cn, and C b .  

The specifics of how Z is used as keying material depend on the specific method used to encrypted the 
content channel and, therefore, is beyond the scope of this specification. Software will use methods 
beyond the scope of this specification to determine if Z is used in such a content stream encryption 
mechanism, and how 2 is applied if it is used. Furthermore, status bit 15 can be used to determine if 
the readZ operation is supported. For those implementations which do not use 2, an arbitrary value 
may be returned in lieu of Zm'. 

3. One Way Functions 
The one-way hnctions used in the Upstream Protocol are built from a set of four linear feedback shift 
registers (LFSRs) and a combining function as defined for the LFSR module of the HDCP cipher, with 
longer LFSRs. The two one-way functions differ only in the initialization of 100 bits of state (Table 
3-2). 
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LFSR Polynomial 
3 X27+X24+x21+.17+xf3+x 8 + 1  

2 x26 + x23 + x*8  + x'5 + x12 + x 8 +  1 

1 

0 x23+x20+x16+x12+x 9 6  + x  + I  

x 24 +X2 l  +x18+x14+x'o+x7+ 1 

~ 
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Combining Function Taps 
0 1 2 
8 17 26 

8 16 25 

7 15 23 

7 14 22 

1 

LFSR3 
Initial t LFSR2 t Combining 

Values t LFSRI + Function 

I J 
Figure 3-1. One Way Function 

The upstream linear feedback shift register module consists of four LFSRs of different lengths and a 
combining function that produces a single bit stream from them. The combining function takes three 
taps from each LFSR. The generator polynomials and combining function taps for the LFSRs are 
specified in Table 3-1. 

Figure 3-2 illustrates the tap locations of LFSRO as well as the XOR term feedback into the least 
significant bit of LFSRO. 

b LFSRO Tap2 
LFSRO Tap1 : LFSRO Tap0 

Figure 3-2. LFSRO 

The combining function contains four cascaded shuffle networks, each of which includes two state 
bits One tap from each of the four LFSRs is exclusive ORed together to form the data input to the first 
shuffle network. One tap from each of the four LFSRs is used as the select Input to one of the four 
shuffle networks The output of the fourth shuffle network is exclusive ORed together with one tap 
from each of the LFSRs The Combiner Function illustrated in Figure 3-3 
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LFSRI TapO 

LFSR2 TapO 
W 
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Shuffle Shuffle Shuftle 

Select Select Select Select 
Din Dout -+ Din b u t  Din Dwt -..p Din Dout - 

LFSR3 TapO 

LFSRO Tapl 

LFSR3 Tapl I 

LFSR? Tapl 

LFSR2 Tapl J 

LFSRO Tap2 

LFSRI Tap2 

LFSR2 Tap2 

LFSRB Tap2 

Dout 

I 

I I 
I D  Q--- 

Combiner 

Gut put 

Figure 3-3. LFSR Module Combiner Function 

The shuffle network is represented schematically in Figure 3-4. If the shuffle network contains the 
ordered pair of boolean values (A, B) and has boolean data input D and selection input S, the S value 
controls the next state. If S is zero, it outputs A and assumes state (B, D). If S is one, it outputs B and 
assumes state (D, A). 

S 1 I 

Figure 3-4. Shume Network 

The LFSRs and combining function are initialized by a 56-bit key value and a 40-blt data value. The 
shuffle networks are each initialized with the same constant value The initialization of the LFSRs is 
specified in Table 3-2 When the data value contains fewer than 40 bits, the 40-bit input value is zero- 
filled in  the most significant bit locations 
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LFSR3 

LFSRZ 

LFSRI 

LFSRO 
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Bit Field OneWay-A OneWay-B 
Initial Value Initial Value 

[26:22] Data[39:35] Data[34:30] 

inverse of LFSR3 initialization bit [9] I211 
[20:14] Data[ 34 : 2 81 Data[29:23] 

[13:0] KeyE55:42] Key[48:35] 

[25:22] Data[27:24] DataC22: 191 

[20:14] Data[23:17] Data[18:12] 

[13:0] Key[4 1 281 Key[34:21] 
[23: 1 91 Data[ 16: 121 Data[ 1 1 :7] 

[ 17: 141 Data[ 1 1 :8] Data[6:3] 

[13:0] Key[27:14] Key[20:7] 
[22:20] Data[7:5] Data[2:O] 

[211 inverse of LFSRZ initialization bit [SI 

[ A  81 inverse of LFSRI initialization bit [5] 

91 inverse of LFSRO initialization bit [ 101 
[18:14] Data[4:0] Data[39:35] 

[13:7] Key[ 13:7] Key[6:O] 

[66:0] Key[6:0] Key[ 5 5 :49] 

Shuffle 
Networks 

Register A 0 0 

Register B 1 1 
t I 

Table 3-2. LFSR Module Initialization 

Operation Sequence 
The one-way functions are used to create 56-bit and 64-bit values. In every use, the LFSRs are loaded 
with the specified initial values and then clocked 32 times. After this 32 clock warm-up, the function is 
clocked 56 or 64 times, depending on the size of the outputted value. The value is taken serially from 
the combining function output least significant bit first. 

4. Graphics Driver Requirements 
The graphics driver facilitates both the upstream and the downstream protocols. The facilitation does 
not require any confidential values to be handled, nor does it require the driver to guarantee the 
integrity of any values. The combination of upstream and downstream protocols provides for the 
necessary confidentiality and integrity of values, without the imposition of a tamper resistant software 
component in the graphics driver. 

HDCP Downstream ProtocoI 
The graphics driver is responsible for the initiation and management of the downstream protocol. The 
protocol is started when the driver loads or when there is a hot plug event. Although the graphics 
driver facilitates the transfer of ail protocol values, it does not handle revocation, and therefore does 
not completely implement the video transmitter state diagram of the HDCP specification. The 
downstream protocol values that are required for the source application to perform revocation are made 
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Step 
1 

2 
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Action Comments 
Read An, Aksv from the transmitter 

Write An, Aksv to the receiver 

available through the Upstream Protocol. During the downstream facilitation, the driver maintains 
copies of those necessary values for later use. The graphcs driver actions during all parts of the 
downstream authentication protocol are described in this section. 

3 

4 

Read Bksv from the receiver 

Write Bksv to the transmitter 

5 

6 

Read and compare Ro values from transmitter 
and receiver when available 

If attached to a video repeater, read the KSV 
list and V when available 

Step Action 
1 Read and compare Ri values from transmitter 

and receiver 

Upstream Protocol 

Comments 

The graphics driver works in conjunction with the operating system to deliver an application 
programming interface to application software. The nature of this interface depends on the operating 
system. 

A n  

5. 

contains 20 ones and 20 zeros, then Wntes the value to the video receiver. 

Link encryption session random number. This multi-byte value is copied 
to the video receiver by the graphics dnver. 

8' Rd 

Graphics Hardware Requirements 
Table 5-1 defines a set of registers the graphics hardware must make available to software. In 
addition, implementations will have a method for initiating the downstream authentication protocol 
and also to enable the downstream encryption. 

B h '  

Bppe 

I Name I Size in { RdfWr 1 Description 

Note: Reading the least significant byte of An forces a return to State A0 
(Figure 2-4 of the HDCP specification3). The byte read is the least 
significant byte of the new An. 

KSV of the video receivcr that the video transmitter is encrypting data. 

This eight-bit value provides initial values for the data side of the HDCP 
Cipher. 
bits 7-1 reserved. must be zero. 

5* 

1*  

RdlWr 

R W r  

1 I I 

A b  I5* I Rd I Transmitter KSV. The graphics dnver reads this value, verifies that it 

' Hi~h-bandwidth Digital Content Protection, Version 1 .O, Intel Corpomtion, February 17, 2000. 
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CkSV 

Cmode 

Cn 

cs 

D h v  

M' 

Ri' 

S '  

Zn1' 

5 

1 

8 

5* 

5 

8' 

2* 

9* 

8* 

* Indicates a separa 

R W r  

R W r  

R W r  

Rd 

Rd 

Rd 

Rd 

Rd 

Rd 

instance 

bit 0: REPEATER capability bit reported by the attached device. 

Software KSV. Writing to thts value tnggers the upstream authentication 
sequence in the display device. Graphics hardware checks this value for 20 
ones and 20 zeros. 

Upstream Protocol mode. T h s  value must be written by software before 
the KSV is written. The most significant four bits specify an intra-Dksv 
index (index) to route the request. The least significant four bits specify 
the intended operation. Three operations are currently defined. All other 
values are reserved for future use. 
bit 7: reserved zero 
bits 6-4: zero-based intra-Dksv index to route the intended operation 
bits 3-0: mode: (1 = readstatus; 2 = r e a m ;  3 = readZ; others reserved) 
Note: If bits 6-4 specify an invalid index, then this operation may be 
routed to any of the existing valid indices. 
Note: the following values returned in this register set are selected by bits 
4-7 of Cmode: Actl, Aksv, An, Bksv, Btype, Cs, M, R,, S, Zm' 

Upstream exchange random number. Ths  value must be written by 
software before the KSV is written. 

Connection State. See discussion below for further details. T h s  value is 
required only if status bit 14 is 1. 
bits 39-29: implementation dependent connection state information 
bits 28-2 1 : input plane flags 
bits 20-1 7: input pipe flags 
bit 16: at least one known Non-HDCP port is transmitting 
bits 15-8: reserved zeros 
bits 7-0: attach point flags 

Video transmitter upstream KSV. This value must always be available for 
reading. Valid KSVs contain 20 ones and 20 zeros, a characteristic that 
must be verified by application software before releasing protected 
content. 

Encrypted Mo value 

Transmitter link integnty check value. 
~ _ _ _ ~  

36:30 contain seven-byte Kp 
38:37 status bits, always readable 
See discussion below for further details of the status bits. 

Encrypted Z value. This value is required only if status bit 15 is 1. 

lr each HDCP-enabled DVI port indexed by Cmode. 

Table 5-1. Required Hardware Registers 

Cmode 
Cmode specifies not only the upstream operation, but also selects which ofpossibly more than one 
HDCP-capable DVI port to route the request. This mechanism provides a means for the support of 
more than one HDCP-capable DVI port with a single set of Dkeys. Other mechanisms may be 
supported as well. 

Connection State (Cs) 
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With graphics controllers increasing flexibility, there may be support for more than one display output 
from a given controller. As such, other outputs may be active on a controller and connected to 
displays or devices which may not be permitted for specific content being displayed. 

The Connection State indicator enables a graphics controller to robustly relay its actual output 
configuration to applications enabling them to discover and evaluate the platform configuration and 
detect whether any unapproved display outputs are active. Furthermore, Connection State can indicate 
the presence of other permitted display such as those integrated with the device such as a laptop screen. 

Connection State bits 0-7 are attach point flags. Each flag corresponds with a physical connection 
point to the graphcs controller, or is always zero when not assigned. An attach point flag is set to one 
if a transmittericodec is attached at the corresponding attachment point and may be sharing protected 
content stream(s) with this attachment point. These flags may be either global or restricted to a 
particular content stream path (i.e. describing which physical connection points may be receiving the 
same content stream(s)). 

Connection State bit 16 is set if at least one known non-HDCP port is transmitting. 

Connection State bits 17-20 are input pipe flags. Each flag corresponds to a physical input pipe that 
may be part of the content stream associated with this connection state. If less than four input pipes are 
supported, the remaining flags are always equal to zero. 

Connection State bits 21-28 are input plane flags. Each flag corresponds to an input plane that may be 
part of the content stream associated with this connection state. If less than eight input planes are 
supported, the remaining flags are always equal to zero. 

Connection State bits 29-39 provide optional additional state information associated with the mapping 
of content streams through the Graphics Controller to the physical connection points. This format of 
this additional information is implementation specific. 

Status 
Status is a 16-bit register that is returned by the readstatus operation as part of S. The signature, Kp, 
insures the integnty of the status bits returned. The definitions of the 16 bits of status are in Table 5-2. 

Bit(s) 

15 

14 

13 

12 

11 

10-8 

7 

6-4 

3 

Description 

1 if readZ is implemented. 

1 if readstatus includes Connection State (Cs). The software must check this returned bit to 
determine whether Cs is part of the calculation of Kp. 

1 if status bit 3 might not cover the entire scope of the content stream. If this bit is set, then 
Software must rely on Connection State or other means to assess the full scope of where the 
content streams flowing to this port are also flowing. 

1 if this is an HDCP-compliant internal port and is currently transmitting. 

reserved, zero 

The maximum value of index. This is the maximum value of the intra-Dksv index passed in bits 
6-4 of Cmode. If a higher value is passed in Cmode for this index, then the operation may be 
routed to any of the valid indices. 

reserved, zero 

The actual index this readstatus operation was routed to. T h s  is equal to bits 6-4 of Cmode 
unless bits 6-4 of Cmode specified an invalid index. 

I if at least one unprotected port IS transmitting. If bit 13 is also 1, then an unprotected port 
outside of the scope of this bit may be transmitting. In such a case, if bit 14 is 1, then the 
Software can perform the readstatus operation routed to all attachment points specified by the 
Connection State (i.e. corresponding to 1 's in bits 0-7 of Cs), to assess the full scope of the 
content stream. Otherwise, if bit 14 is 0. then the Software must rely on other means to determine 
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2 

1 

0 

26 January 2001 

the full scope of the content stream. 

1 if this is an HDCP-capable external port and is currently transmitting. 

1 if a video repeater is attached to the HDCP-capable DVI port. This bit is 1 only if bit 2 is 1. 

1 if encryption is enabled on the HDCP-capable external port or HDCP-compliant internal port. 

Table 5-2. Definition of Status word 

Table 5-3 provides examples of some valid combinations of the status bits. 

Example Description 
HDCP capable external port (e.g. DVI) is 
currently transmitting. 

HDCP capable external port (e.g. DVI) is 
I currently not transmitting. 

~~ ~~ 

HDCP compliant (non user accessible) internal 
digital interconnect (e.g. LVDS) is currently 
transmitting. 

Status bit 3 reports all unprotected ports within 
the scope of content stream within the graphics 
controller. 

The information of status bit 3 must be 
supplemented by examining the connection 
state information and combining (OR) with 
status bit 3 of other ports corresponding to set 
bits in the port attach flags. 
-~ 

The information of status bit 3 cannot reliably 
determine if the content stream is emitting 
through an unprotected port. 

Bit 14 
X 

X 

X 

X 

1 

0 

Bit13 I Bit12 Bit 3 Bit 2 Bits0-1 
X 1 ( e - 4  

0 = bit setting equals zero 
1 = bit setting equals one 
x = don't care or not applicable to this example 
(e?ct) = bit settings reflect HDCP of external port, or zeros if no such settings are available 
(in?) = bit settings reflect HDCP of internal port. or zeros if  no such settings are available 

Table 5-3. Examples of Valid Status Bits 

Figure 5- 1 illustrates the hardware required to support the Upstream Protocol. 
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Figure 5-1. Graphics Hardware to Support the Upstream Protocol (shaded) 

6. Source Application Requirements 
A source application may be required by its content license to provide the link in the content protection 
chain to the HDCP output. This requires a set of keys to participate in the Upstream Protocol. Multiple 
applications may exist in the system, each with the capability to query the graphics system for the 
HDCP Upstream Protocol API. The graphics driver must implement the proper atomicity or exclusive 
access for this shared environment. 

Figure 6-1 represents the state diagram that a source application implements when using the Upstream 
Protocol. 
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APP 
Load 

GO: 
G4: G5: G6: 

Check for Bksv in vew Source App 
-S 

Enabled && !REPEATER 

G I :  G2: G3: 
Read MO Read KSV List Compare Lists 

Enabled && 
REPEATER Done Valid List Pass 

r c- r 

Gl: 
Unauthenticated 
I 

!Enabled Invalid List 
Hot Pluc 

Notification A Fail 
T 

4 Fa 

Wt 
'ass 4 

on List Authe 

Pass I 

Link Status Changec c 

Figure 6-1. Source Application State Diagram 

Transition Any StateGO. The source application initializes to State GO when it loads. 

State GO: Read Link Status. In t b s  state the application queries the graphics driver for the HDCP 
interface, and makes the readstatus API call. The status returned dictates the transition out of ths state. 

Transition G0:Gl. This transition is made if the DVI link has encryption enabled and the attached display 
device is a video repeater. 

Transition GO:G4. This transition is made if the DVI link has encryption enabled and the attached display 
is not a video repeater. 

Transition GO:G7. This transition is made when the dnver does not support the HDCP API or if the dnver 
reports that encryption is not enabled on the DVI link for any reason. 

State G1: Read Mo. In this state, the source application makes the readMO API call. The return value M' 
must be decrypted. 

Transition GI:G2. The source application transitions to State G2 after decrypting M0. 

State G2: Read KSV List. In this state the application makes the readKSVList MI call. With Mo the 
application computes the list verification value V and compares this value to the value Y, returned with the 
KSV list by the graphics driver. 

Transition G2:C3. This transition is made when the KSV list returned by the graphics driver is valid as 
indicated by V= v' . 
Transition G2:G7. This transition is made when the KSV list returned by the gra hics driver is not valid 

through an HDCP API, forcing the graphics dnver to re-read the list from the video receiver. 
as indicated by the miscornpare of V and V'. The application may protect against I P C errors with a retry 

State G3: Compare Lists. In this state the application compares the current revocation list with the 
validated KSV list. 
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Transition G3:G4. This transition is made if no members of the KSV list are present in the current 
revocation list. 

Transition G3:G7. This transition is made if any members of the KSV list are present in the current 
revocation list. 

State G4: Check for Bksv in Revocation List. In this state the application verifies that the Bkn, of the 
attached video receiver (or video repeater) is not present in the current revocation list. 

Transition G4:GS. This transition is made if Bksv is not present in the current revocation list. 

Transition G4:G7. This transition is made if Bksv is present in the current revocation list. 

State G5: Verify Revocation List. In this state the application verifies the signature of the current 
revocation list, as described in the HDCP specification. 

Transition G5:G6. This transition is made if the current revocation list is valid. 

Transition G5:G7. This transition is made if the current revocation list is not valid. 

State G6: Source App Authenticated. In this state the source application has authenticated the collection 
of attached video receivers and may deliver protected content through the video subsystem. The source 
application may periodically verify that the link remains encrypted by reading status through an HDCP 
MI. 
Transition G6:GO. This transition is made whenever the application determines that the link may no 
longer encrypted under the original downstream authentication. The application directly observes changes 
to the link encryption status (e.g. An, Cs, status bits, Mo) through an HDCP API. The application may also 
be notified of hot plug, power state change, and link failures (Ri != Ri’) by the graphics dnver. 

State G7: Unauthenticated. In this state the application has determined that protected content should not 
be delivered through the graphics subsystem. 

Transition G7:GO. This transition is made when the graphics driver signals that a hot plug, power state 
change, or link failure event has occurred. 

7. Key Storage 
HDCP keys must be protected by either cryptographic or physical means. Furthermore, Akeys and 
Dkeys must be bound together in a manner which prevents their substitution. The binding can be either 
physical or cryptographic in nature. 

8. Confidentiality and Integrity of Values 
Table 8-1 identifies the requirements of confidentiality and integrity for values within the protocol. A 
confidential value must never be revealed. The inregvrt), of many values in the system is protected by 
fail-safe mechanisms of the protocol. Values that are not protected in this manner require active 
measures beyond the protocol to ensure integnty. Such values are noted in Table 8-1 as requiring 
integrity. 
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~ _ _ _ _  
Source application’s matnx key result 

26 January 200 1 

5 
7 

~ 

(Bytes) Required4? Required4? 

No Yes 

Yes Yes 

Value 

280 
280 

Function 

Yes Yes 

Yes Yes 

Source application’s Key Selection Vector 

8 

8 

C h v  

Cn 

Yes Yes 

Yes Yes 

8 

8 

Yes Yes 

Yes Yes 

8 

8 

Yes Yes 

No N O  

5 

8 

No Yes 

Yes Yes 

8 
8 

Yes Yes 

Yes Yes 

No 1 No 

-- 

Pseudo-random value sent to video transmitter by source 
application 

Cmode Exchange type requested by source application of video 
transmitter 

I I 

5 I N O  I Yes Cs Connection State 

Video transmitter’s upstream KSV 

Upstream matrix key 
D h v  

Ku, Ku’ 

Ckevs Source application’s endpoint keys 

Video transmitter’s upstream endpoint keys Dkeys 
Status 2 l  Yes 

No I Encryption enable and REPEATER status from the video 
transmitter 

Source application’s intermediate key values K I ,  K2, K3, 
K4, K5, K6, 
K7, K8 

Kl‘ ,  E‘, 
K3‘, K4’, 
K5 I, K6’, 
K7‘, K8‘ 

KP 

Video transmitter’s intermediate key values 

Source application’s status verification value 

Video transmitter’s status verification value Kp‘ 
Ke Source application’s encryption key for Mo Yes 

Yes Yes Ke’ Video transmitter’s upstream encryption key for Mo 
KU 

Kli ’ Video transmitter’s matnx key result 

Source application’s encryption key for Z K“ 
K- ’ Video transmitter’s upstream encryption key for Z 

kifo value from video transmitter 
M’ Encrypted Mo value from video transmitter 

Zontent stream pipe identifier (non- integrated case only). 

Source application’s optional supplemental key material 

Video transmitter’s optional supplemental key material 

Video transmitter’s random or pseudo random seed for Z’. 

Zncrypted 2’ from the video transmitter 

P 

Z 
2’ 
Zk 

Zm 
I 

According to the robustness rules in the HDCP Adopter’s License. 
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Appendix A. Test Vectors 
Table A-1 provides facsimile key information for test purposes. Two keys sets for s o h a r e  (C1 and 
C2) are provided and two keys sets for graphics hardware (D1 and D2) are provided, along with a 
one’s complement checksum of each of the 40 key sets for accuracy check. 

Table A-I. Facsimile Device Keys 

Table A-2 illustrates the calculation of Ku,’Ku’ with facsimile devtce key sets C1 and D1. A selection 
of 20 of the device’s pnvate keys are combined usmg 56-blt bmary addition. The selection of pnvate 
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Facsimile Device C1 
Sum of Keys Calculation 

Key 2 afPaBf70a40 16 
Key 3 a6486e54el84e5 
Key 5 3fac 1 1 e60feab9 
Key 6 Ofc296be6 169fd 

26 January 200 

Fascimile Device D1 
Sum of Keys Calculation 
Key 2 b04bla4 lfd278c 
Key 3 43401 fd2faa3e8 
Key 7 483 1895e08a757 

4 1 a098bf74eb63 Key 10 
~ - 

Key 12 
Key 15 
Key 17 
Key 20 

~ Key 21 
Key 24 
Key 26 
Key 27 
Key 28 

Table A-3 illustrates sample calculations of the readstatus operation without Connection State using 
various combinations of device key sets C1, C2, D 1, and D2. 

74ec773c2e5306 Key 11 762aIa2e7b5d88 
675d2f23a5002 1 Key 12 9daOd25b40d3B 
faf3ea7f7e6fe5 Key 13 Qfa190db288eb 

Oc 1 8cf5d267ad9 Key 14 c9e7a970bld9bc 
3c4bfb02724239 Key 15 - - ed8e4a7734f66a 
8c8cbOb2c56787 Key 17 8cdc4665b8 I aab 
63 8ad2bOa05aea Key I8 d689ebf39bOdd9 
ba9d886613d86b Key 22 6 192fOcd3eefac 
aad73506a50c09 Key 25 546053178d15c4 

status 
Cn 
Bksv 
An 
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C 1 -  D1 C2 - D2 C2 - D1 C2 - D2 
0105 01 15 000s 0007 

2c72677f652c2f27 fOfa8bc54b98 1 cca bd4bac 1 Oc902d2bd fL4977262e7ed2fe 
51 lef2lacd 51 1ef2lacd e72697f40 1 e72697f401 

3 4 2 7 1 ~ 1 3 0 ~  445e62a53a S3bec2bb01 035 1 f71754 
Ku a2532 1 Dee8d2 1 2232a75b46 I f46 
K1 eb09adb5f6dc25 c424fbf6db045c 
K2 7 1 ebb3cc7693d4 423ba5 fd5 fecm 
K3 fd2704Sba34cc4 7905 148S5ea2dd 
Kp 03e6205ba7 1568 b253c3c4da01 a5 

b92f225bfaO 1 d7 d04b7ae589bc76 
623e7cOe7fb070 66 19ae14c42333 
ecebd2Sa7 1 6 ~ 3 0  130412205bbOb6 
f9af695ad7dae9 33f4b64a5 1 1034 
2 I42a62558 1 f42 92181ala05bea3 
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Zk 
Cn 
Ku 
K6 
Kz 
K7 
K8 
Z 
Zrn 

26 January 2001 

C l -  D1 C1-  D2 C2 - D1 C2 - D2 
5eba3c4a60abe7da 1435e6dc67bbd3a4 dOd7ce7de9Bef68 4523afe2506a8407 
06327afcf5768049 36d36579ba89542d a3adeba3472d29e6 65a668e67a75b445 
a2532 lfOee8d21 2232a75b46 1 f46 b92f225bfaO 1 d7 d04b7ae589bc76 
d307089a5eO 14c 4 17f4afOc26f6e b47dle9c734966 a3a05e5bac7e57 

4cf99e93e03bfbc2 aOae755a534c2de4 99509326aSa2f355 6ee3dbaade15d550 
30bbb798f87e50 237066e1 c6f58d 3dfaadf2c5a08c 4680a23de4d953 
068b48248 lde44 51441472e73336 9bdb14b839d8fU Oa 13 1 c77eb3faa 

2efae880e 1575606 cd79MBb2a6f2fbf Sed5ec 137 1 b8 128f 6e 10bf73ac238654 
62037613016cadc4 6dd78ad17923025b 17857f35d91aelda 00f364d972365304 

Table A-5 illustrates sample calculations of the r e a m  operation using various combinations of device 
key sets C1, C2, D1, and D2. 

Table A-6 illustrates sample calculations of the read2 operation using various combinations of device 
key sets C1, C2, D1, and D2. 

Table A-6. ReadZ 

Table A-7 through Table A-22 illustrate in more detail the calculations for the cases of using device 
key sets C1 and D1. 
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Table A-9. Detailed ReadStatus CI-DI Withoutconnection State K3 
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Ta-Js: Select: Shuffle Networks: 
LFSRO LFSRl LFSR2 LFSIW 0 2 0 1 2 1 3  0 1 I 2 I 3 0 
1Icd21 13c3ba 165b21f 3fda894 1 0 1 1 1 I 0 01 01 I 01 I 01 
239a42 278775 2cb643f 7fb5128 1 0 0 1 1 1 1 10 10 1 10 1 11 
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I I Taps: I Select: 1 Shuffle Networks: 
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I 1. .. . . . . . . . . . . . . . . I.. ..I ... ... ... 
77 1 6b4631 1 09c22a 08d49ca 4e03385 0 0 1 1 1 0 01 01 10 00 
78 1 568~63  I 138455 11a9395 lc0670a o i n 1 n n nn I O  11 00 
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Table A-16. Detailed ReadM Cl-Dl K5 

Page 3 I of 38 



Upstream Link for High-bandwidth Digital Content Protection 
Revision I .OO 26 January 200 1 

Page 32 of 38 



Upstream Link for High-bandwidth Digital Content Protection 
Revision 1 .OO 26 January 2001 

Table A-18. Detailed ReadZ Cl-D1 K6 
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Table A-19. Detailed ReadZ C1-D1 Kz 
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1 Taps: I Select: 
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Table A-22. Detailed ReadZ CI-D1 Z 
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On page I 1,  the description of An in Table 5-1 has been changed as highlighted below: 

Link encryption session random number. This multi-byte value is copied to the video receiver by 
the graphics driver. 

Note: Reading the least significant byte of An 
HDCP specification3). The byte read is the least significant byte of the new An. 

a return to State A0 (Figure 2 4  of the 

On page 21, Table A 4  has been changed as highlighted below: 

I I C1 -D1 1 C2 - D2 I c 2  - n1 I c2 - n2 I 
I -_ _ _  

status 
Cn I 2c72677f652c2f27 I fOfa8bc54b98 1 cca I bd4bac 1 Oc902d2bd I f24977262e7ed2fe 

Table A-4. Readstatus With Connection State 
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On page 29, Table A-I4 has been changed as highlighted below: 
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On page 30, Table A-15 has been changed as highlighted below: 
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